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EVALUATION OF THREE NEW TECHNOLOGIES FOR INTERNATIONAL SAFEGUARDS®

W. D. Suanbro, C. A. Rodriguez, C. T. Olinger, and T. L. Cremers
Los Alamos Natonal Laboratory
Los Alamos, New Mexico 87545, USA

Abstrict

Los Alamos Nalioual Laboriatory is examining a num-
ber of promising technologies that could increase the effec-
tiveness and efficiency of intemnational ruclear safeguards.
The techniques descnbed in this paper include video image
processing, infrared imaging. and acoustic resonance spec-
troscopy. Each of these techniques offers unique advantages
in the implementation of an inspection regime.

1 ntroduction

International safeguards inspections must be carried
out as etficiently and eftectively as possible. To this end, the
Los Alamos National Laboratory Safeguards Program is
alwavs evaluating new technologies that might improve
sufeguards inspections,  We are currently investigating
applications of three technologies o safeguards:  video
image processing, infrared imaging, and acoustic resonance
spoaroscopy. These three techne? vies vary in technical
maturity and the extent to which they have been tested in the
safeguards environment. In the following sections we will
deseribe the hardwarne and softwire that compose these sys
tems as well as some of their @ plications 1o safeguards.

. Yideo lmage Processing
Congept

Video image processing has emerged as a technolopy
that shows pronuse for the safeguanding of nuclear mare
rials. In abstract terms, we use image data o establish
known state for n given area; subseguent image data can then
be evalunted to provide information regntding physieal and
environmental changes in the nrea The image din can be
it wide variety of fornuis and can be analyred to deternune
predefined alarm conditions or simply compressed using
digital compression methads tor review ot a later Adate.

The Salepuands Program at Tos Alamos Nitional Tab
arntory has been developing an image bised matenals vern
ficaton system that provides timely information alsut the
stite of nuclenr marnaly in storage on in process The
Fuperimental Inventory Verificntion System (E1VSysien)
uses e nrovessiny technolopy o acquaire “hasiy” info
nuttiom nbont nuteninds bemp monitored  From this basiy,
change detection, imape procesuang, and iape snnlysy
micthads are apphed o detect chanpes, o events, in the mon
nored area Dietected events cun be mnlyzed o determune
then salepuands sipmihicnnce, tetmned for the hustoneal
teconl ot ongomy analysis, and vsed 1o inpper aiamme tha
iy the event o the mmedinte attenuon of opcrations o
protedion personne!

*Thix work supported by the ULS Department of Unerpy,
Olhve of Safepuands and Secunty

Hardware

The EIVSystem is designed to run on commercially
available computer syster s to provide maximum perfor-
mance, reliability, and maintainability while wking advan-
tage of the newest designs in the rapidly developing com
puter industry. An EIVSystem usually consists of a Sun
Microsysiems SPARC station 10 with a single cpu as the
host comnuter equipped with system and data disks,
CD-ROM, up 1o 512MB random access memory, and a tape
unit for archival stornge. High performance applications of
the FEIVSystem can ke advantage of multi-processor
ontions that allow true pantllel processing. Data capacity
can vary from 1 to S gigabytes, depending on the system
application. Camera inputs can vary from 2 NTSC fonnat
inputs plus 1 Svideo input 10 16 NTSC inputs plus 8 Svideo
inputs.

Softwarg

The EIVSystem software his been developed wpecifi
cally for nuclear safeguards applications, Unlike many com
mervially uvailable surveillance systems, the EIVSysiem is
designed to nddress the specialized necds of the nuclear safe
vuards community.  ‘The current nxxiel of the EIVSystem
includes an X- Window baved user interface featuring “point
and chick™ selection for all system funcnons, a C2 operating,
system and additional mandatory and diseretionary aceess
conttoly, o svsiem dministration tool, an event logger, n
‘amera confyaration wol, & cameriv controller, a data dish
controlier, a report generution tol, an internctive image
analysis tool, and an alarm manager. A (2 level opernuing
system provides overall computer security features for the
host computer, while mandatory and discretionary aceess
controls, set by the sysiem adnumstiation feature, provide
security for the application software itself  Fvent logping iy
usedd 1o recond the actions of users who have successiully
logped into the surveillanee system ay well as o recond
cvents deiecied by the system’s imnpe processing sottwire
The cametn conhigunnon mechanism allows the user 0
imeractively create a graphic model of the surveillance area
wnd place cameras in the muodel retiative 1o thewr actual loca
uon. Fachcameras thea intenetively contipured by assipn
inp vitlues for vatiows camera parmneters These parameters
may include thresholds, detecuon sensitivines, and cameri
types (ot exmmple, detection and video)  The camern con
troller v used to acuvate the suveillance once the camenra
vonfipuration s complote The user contols the datn disks
through the FIVSy stem inteifnee, this isolates the uset from
the host computer’s npemting system Datacan be achived
o tape from the system’s 1OS pigabwte datn disk(s) onee the
dista have been teviewed, leaving the systetseady 1o nceept
new survellanee daia The EIVSystem can automaticalls
archive data o tape as well. At confipurable mtervals, the



system wili  automatically ¢opy all new data ono a
5- gigabyte, 8-mm tape.

The repont generation tool in the EIVSystiem allows the
user o produce formatted vensions of system logs in DOS or
LINIX files that can also be printed directly from the sysiem
userinterfice  The system will generate access, error, oper
ation, and alarm logs as well as logs consisting of statistical
information such as “How many alamms this month™ or
“How many system logins this period?” A report feature
allows the use of site specific report templates for proclucing,
periudic reponts summarizing system performance.

For data analysis and for live video viewing, the
E1VSystem provides an interactive image analysis ool Dif
ference data collected over a petiod of ume are presented to
the user in chronological onder for review. For example, it
vault doors were opened four times during a month 10
perform “alarm checks,” the collected data would include
time stamped images representing these vault accesses (see
Fig 1).

Bip 1 Top vl shen seoned Botom data
ssultng from the opemng ol vaalt doors
for an alanm cheek

Where a detected event uiggered the collectuion of
video data, the video data are presented to the user in ap ani
mation sequence that can be replaved at a user-selectable
speed. Image data can also be manually differenced using
the image tool, providing the abihty to verify conect func
tioning of the system’s image processing software or to ana-
lyze 1al change from one date to another. The gross change
in an area could be analyzed, for example, by comparing a
June Ist image with an August Ist image.

The alarm manager provides an interface to the partiy
ular alann mechanism configured into the E1VSystem instal
lation. A systetn configured for data gathering only would
interface o alum and event logs. For systems that are con
figured with audible and visible alanms, the alamm manag.r
would provide on, oft, and reset functions  Or the alarm
manager nuy activate the alann relay when the EIVSysien:
is installed 10 interface with exisung facility alann systems

Applicatons

Currently the EIVSystemn is installed at two US
Department of Energy sites to reduce the frequency of phys
ical mventories.  In this application, basis imagery 1
recorded for each vault cameria and the EIVSysierm s acti
viited with the vauit doors secured  Continuous montoning
ot the vault as then antomatwcally pedformed untl the cam
crin are deacuvated by an authonized user. In secure mode
the EIVSystiem expects noentry to the areiand will akirm on
detected events such av entry by faciliuy personnel as s
shown m bag. 2.

B 2 Inthis sequence of data, the vault door (top lefoas
opened, o hraman enters cartving atcobyect, place,
the nesw obyec tin the vault, ind leaves the aea The

ness olyect i shown o difference (ower nphty

Inccess monde the TIVSyatem would detect the open
iy of the door, would recond the above entey data, but woeld
not produce an alam The video ieconting featue of the
FINVSyatem can be actvated woecond the authonzed vaali



access as well. The video data, coupled with ditterence
images showing the net change resulung frons the authorized
access, provide a complete record of the vault access.

In another apphcatuon of the EiVSystem, where the
system is used for data gathering and review, software 15
configured such that a detected event will tngger the video
recording system. storing compressed video duta until the
detected activity ceases  For example, a process arca being
monitored nuy contain instruments whose readings are
recorded dinly When entry is detecied. the video recording
is activated. When pensonnel leave the area, the video and
difference data are stored for later review  The video data
provide a concise record of only the access period, saving
storage miedia and sumplitying the review process, while the
ditterence data show it anv sensitive itemis 1n the area may
have been disturbed dunng an otherwise authorized access

In eather apphication, an EIVSystem region of interest
feature currently under development will provide additional
flexibilty in monitoning an arca for sateguards svents
Using the region of anterest teature while configuning i
vidual cameras will allow the user w detine Ured,” “yellow.™
and “green” zones within the camiera’s donmiain. Any enry
or penetrition into a red zone will generate an audible and
visible alarm or could tingper videorecordimg ata high frame
rate An eniry into i vellow zone may tnggera “soft™ alanm
and video recording at a lesser frame rate, while entry o a
preen zone, a zone where we expeet occastonal activity, will
only genetite a tume stamped data entry showing that aceess
has occurred. igore 3 shows an image that can be divided
mto regrons of interest.

g VA cminera view that conld be - Tivaded into zones

Cortamn patienn pecopmton ek can also be imiated
when un event s derected 1o help the svstem assess and
respotd e alonne Forewample i Fp 4 the doomaay may
be conbiprured aw i preen sone the cental walhway asoa
yellow, nad the contames area as aoaed zone B the vanlt
door s openad 1w performe an alanm check, tules Toc the
preen zone ate apphed tme stesped dilierenoe dats e
stored nonng that aceens Paues
serves o venthy that Bie expected acnon occontred 1o

coopmiton on thiy dats

1s deted tedm e walkway videarecomdimg ioacnvated ata

low frame rate. Pattem recogninon applicd to this data can
differenuate between a human walking in the yellow zone
and a container that has fallen from its resting place

A Infrared Imaging
Conept

Infrared imaging extends the ideas behind normal
videoimaging 1o a new pan of the electromagnetic specirum.
In addmon to information on position, intrared imiges con
tain information on in object’s temperature that s indicative
of heat generation /1. AtLos Alamos we have heen prines
pally concerned with the observation of contuners of pluto
nmum 2/, However, similar principles will apply 1o any
rachoactively heated objects such as spent tuel assembhes,

Heatis generated by plutonium as a result of us radio
ncove decay.  The actual amounts depend on the isotopie
ratos, hut tor reactor grade material the thermal power
generation is onthe order of 15 WA R This heat generation
15 now commonly exploted in convenuonal culorimetne
measurement systems 73/ When thes muaterial s placed i a
container, the resulting nise i the surface temperature results
in some of the encrgy being radiated as electromagnenc rads
aton i accordance with Planck’s equation.

h e

M,
A" (_h.,ul 1

where My the specual radhiant exitiance, 4 18 the wave
length, eyis the spectral emnttance athat wavelength, cis the
speed of hghe, Ao Planck's constant, & 18 Bolizmann's von
st and 7os the absolute wempernture For objects neiw
room temperatuie, the wavelength ol the peab enussion s
amund 10 pm, which ik an the mtrared part ot the speciium
This wavelenpih s pirticolnly convemen m that 1t conre
sponds 1o window i the atmosphene absorpiion o itia
red radhation This munmuzes the attenuation of tne tadiation
before reaching the detecton

A can be seen in the Planck equation, Jhe enmpssaon i
a function of the spectial enussivity 1 as well as the tempwes
ature - Although enussivity s a lunction of wavelenpth, s
noweak enouph function that it can be taken 1o be consing
over most wothing waselenyth mtervals  In genenal, very
smooth, shiny sntfaces have low emissivanes and reflecnon
domimates over enission Conversely, rough st aces have
hiph enmssvinies and wre pood candidates tor idraned ther
mography - Fortunarely s qpote casy to modify an mes of
wosurhince o hase o hiph enisavity Inome work we have
used paper and thin cardboard Labels aow e llas vatiouws typec
of ape - Anadized alumimnm has also proven o pros ude an
ecocllent ph emteavity surtace

Jaudw aie

Cunently commeraial equipment 1o readily avalable
to prov ude both a weal nme video ot the intared enpsaons of
oljects mnd an estimare of then wnface temperatige The
wsttient cunenthy e oose wtothe Tos Alunos Platonam
Pacthty s an lntiamernes Mosdel 260 Intraned Tnging



System  The system uses a scanned HgCd'Te detector with
an inwegrted cooling svstem that keeps the detector at 777K,
The integrnted cooling system avoids the isual requirement
for liquid nurogen to cool the detector. The spectral band
passof the systemis 810 12 prn. The systens is quite portable
and ¢an be run off either batienies or wall current. The noise
cquivalent iemperature difterence is less than 0.2°C (less
than 0.05°C with image averaging) at the temperature range
of interest here. The images obtained by the system can be
displayed either as gray scale or false color maps of the
surface temperature. Built in software allows for averaging
temperatures ovel time or sub arcas of the mage  Images
can be saved on video tape of dish.,

licai

Applications of infrared imaging can be placed o
two groups, The first of these is surveillanee ot containets
of nuclear material. In this application the infrared emis:
stons of a continer provide a signature in addition 1o pow
non that would hive 10 e torged 1o prevent detecuon i a
divenion. Figure 4 shows athermogram of several anodized
aluminum containers holdinp different sizes of Wby heat
soutces. The heat sources shownare VK 52 and 114 W,
A tourth container with o heat output of 0.7 Was not visible
at this scale setting (107C full seale). Kecorded mmages can
be anilyzed using the same software as desenibed above for
video intge processing  In adiiton to changes i posinon,
the thermograms also will indicate whether or nocthe surfice
temperiature of an object has chanped  Although some
changes due to difterept ambient cemperatures are o e
expected, large changes over a short ame could indicare a
divenion of material,

h\"-;.
[RY ]

19C IMAGL_ WOt FOV=

Fig 4 Thevmopramon thiee anodized alunioun,
N
contauners holdig RPu et sonnees

The second tvpe of appheation wvolves a senm quant
tative confumation of the puss of phitonmm m i contaner
Fhe tiempeatine of the sutface of a contmer, as detetnined
with the wtested imuaping sy atem, has been tomnd 1o be pro
pentional 1o the o of phutotiii e the continer An

cxample of thivielationsyp s shown m g 5 These senn
quanntative detcrninations are discussed momote decnl man

accompanying paper in this proceedings, “Measurement of
Nuclear Materials by Infrared Imageg,” by T L Cremers,
W. D Suanbro, and G M. Kelley.
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tlesijenture and thermal power output
tor plutonium oxides.

4. Acoustic Resunance. Spestroseopy
Congept

The last technology 10 be discussed 18 acoustic reso
nance spectiowcopy (ARS) - ARS 1y a nondestruenve evalu
nnon technigue developed to aconsucally interrogate selid
objects and ¢emtainers The weehmgue evaluates acoustic
spectra rapidly, ainexpensively, ar<d non mtrasively and s
ficld portable 74/

All solid objects have natural modes (frequencies) at
whick they can vibrate telanvely treely, These natural vibira
tonal freguencies and then sharpness, o1 Q values, strongly
depend on the physical characrensties of the bexly suclvias iis
size, shape, atd the acoustic velocity my the mattienal as well
asstesses placed on the hody  Even the simplest shapes
have many nntutal modes that may be harmonie overtones of
upnneny made (such as i pusan stung) ot non hanmone
overtones Guch s for acdinm head) Prediening the nataal
vibtanonal puxdes ecomes mcreasimgly difficult as the
shape and complexay ancreases  Although analvoeally pre
diciny the spectnnn ol comples shapes s tme ntensive
even with computers, such aconstic spectia can be napidly
it eastly measuied

When continets are filled wath soludy Tiquads, on pay,
the physical properies of the contents it nee the con
tunet s pcowtic chatartenisties - As the 1o cbof thind an g
willer oipe increases, s odoes the pitch o sound  The
e pilchoaetles tvachange i the proopal vabranonal
mede. Detanled spectial analysis of the sound tescaly more
subtle vibational responses 1o the Bud density ) viscosany,



and acoustic velovity. Similarly, acoustic coupling between
a container and its solid, liguid, or gaseous contents alters
the acoustic response of the system. Some of the physical
parameiets influencing accustic response are the geomelry,
physical charactenistics, orientation (in the case of liguid-
and solid-filled contairers), occupied volume, and fill level
of the container; fluid density, acoustic velocity in the fill
material; fluid viscosity; contamination (suspended panicu-
lates); solution concentration; and the grain sizes of solid
contents.

When simple and well defined peomerries are consid-
ercd, some of these parameters can be analytically deduced
from a measured spectrum. Tor example, the fill level and
acoustic velocity of a liquid in a cylindrical container could
be determined if the response were pumerically rnodeled.
This would require significant expenditures of both pemon-
nel and computer time, and many container geometries are
oo complex (o pemait detailed computational analysis.

Selected parameters can also be determined if spectral
relationships are known empirically for a selected contaner
peometry and known fill type. Retumning te our example of
a water pipe, the piich can be calibrated against the fill tevel;
then the fill level can be deduced from the measured privaary
frequency. Theoretical treatment of this simplified example
would be just as straightforward, but the empirical approach
is maore  practical  for more  complicaed  geomerries,
Although acoustic spectra depend on nuiny varables, an
advantage of ARS iy that vanous portions of the spectrum
respond to different variables.

ARS excites a body at discrete acoustie frequencies,
listens for the response at that frequency, and then steps o
another frequency.  Fach step is close 1o the next in tre
guency and time, so the desired frequency range can be
sweptan just a few seconds. Advantages ol this techngue
nre that the exaation amplinude a cach frequency is equal,
ambient noise is filtered oot 1t s not in the narrow band
width being measured at that step, and the acousne speetrum
can be displayed moreal tme Faguie 6 shows schenustically
the relationstup o the apphed acoustic: sipnal and the
rESPOIAE Speetri,

Abhough the entire spectrum containg useful informa
tion, many apphcanons depend only on the resonant fie
quencies and not theu relanve amphitudes or Q value-. “This
ehminaies the necd 1o o the manadueens at ihe sime fova
tion on the container for cach measurement and improves the
apphoeability of the techmgue i the field where precisaon
placement would be extrermely difficult Relanve amph
tudes may vary from one measarement to he next, but the
measwed resonant teegquencies will beomvanant uoless
tansducer is close enough o n parhcular node 1o prevent
detection of those vibations Non detection ol a angle, o
even a few, resomant freguencies should nor sipniheantly
haten the mnabvars because mualuple resonances are pencrally
nsidered

Hiwgdwiue

The ARS sustem used ton this study s hased onoan
DREC wath a0 RO VRGO provessor, but any sinnlar handwine
cin be used. This systeny suppons o single: conunercally
available plup we bowd (DSA 100, which penerates the
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Fig. 6 Relationship between the applied acoustic sig
nal und the response spectra The wop s the
apphed aconstie signal, the nuddle  « the re
sponse spectnin, and the bottom as a ., play of
Just the response frequencies.

input and analyses the return signal. Aliernatively, the DSA
100 boand can be placed in a small box  contuning
a recharpeable battery piack and  programmed  from a
notehook type computer through an RS 23 ainterface, s
increises the portabihity of the system A pair ol transducers
completes the ARS systm One energizes the body beng
analyzed and the other detects the vibratnal response, feed
ing the sipnal back 1o the DSA 100 The DSA 100 i acvom
panied by soliware necessary for data acquisiion and graph
wil display, and the entire system can be procured tor afew
thoisand dollus A vatiation of this hardwiane v shown
schematicslly in by 7 I thas case, excianon s achieved
by a speaker duven by the compuier and the vibranonal
response i detected by o laser vibraton sepsor Sucha e
tem could be psed for remiote analysis where gdanon field-
may be lph or where a larpe number of itlems nee:l o bwe
omtored an an automated o

Avplicauons

ARS hay nmuany potential apphications i salepuands
All of these applivanons soll requne development, hat
development directed toward sinulin and rclated apple a
tany has been perfonmed moa few caves 79/
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Object under Test

Laser Vibration Sensor

Computer-controlled
Signal Processing System

Fig. 7 The remotely monitored ARS systein.

Candidate ARS safeguands applications include estb-
lishing and monitoring intrinsic tags and seals (that is, seals
that estabiish the integrity of a container and its contents, not
just the container itself); assessing fill levels of processing
tanks or containers; detecting concealed compartments
within larger containers; nondestiuctively analyzing mate
nal composition or solution concentrations; verifying pro-
cessing system configurations (for example, valve positions
or apen diver..on paths); and detecting holdup /6/.

In conclusion, new technologics with apparent applica
tions to intemational safegunrds appear constamly,  ‘The
work to date on the three technologies considered here indi
cates that they may have significant safeguards npplications.
In cach case the adoption of the technology by an operating
facility will depend on the definition of an application in
which the technology makes a difference and on the ability
to enpineer a relinble system that can be integrated with the
facility operations.

Of the three, the video image processing is the nist
mature. The concept of operation 1s well understood and
considerable work has gone into the configuration of the
handwire and software to make the sysienmy more convenient
for the user. Video image processing systems developed ot
Loy Alamos are in use at two US nuclear facilities The ays
tem was intstalled ns 2 way of limiting the inventory fice
quency and the accompanying cose and rachation exposure

Experience with the intrared inwging system has dem
onstrated that in particular cases it ean be used o supplement
maore taditional imaging technology  Under the appropnate
conditions, infiared imaging adkds another dumension to s
veillanece by providing informanon on the contents of con
winers as well as the position, 1 still necensary o perfonm
the detailed engincenng necessary 1o fit mfrared imaging
o a production envirpmend.

Based on o number of initnal applications of ARS in
other arcas /4/, we believe ARS will be of great utility in
safeguards. We are still in the initial phases of exploring
a number of safeguirds applications for this promising
technology.
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